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IT Professionals hear a lot about the new and enticing 
features of Windows Server 2008. Active Directory, 
Group Policy, and Virtualization with Hyper-V all have 

new additions that can benefit the simplest network up to 
the most complex enterprise. 

But what about “simple” file storage? Windows Server 
2008 File Services also brings exciting features that add 
real value to your business. Some are meant to help users 
be more productive, and some were designed to reduce 
the amount of time it takes to administer your server. In 
combination, these technologies highlight how far Micro-
soft has come since their first file server was introduced 
over twenty years ago.

So, does Windows Server 2008 really have enough of 
an advantage over Windows Server 2003 R2 to warrant an 
investment in it over a Network Attached Storage (NAS) 
device? The answer is yes. The improvements in Windows 
Server 2008 offer noticeable value through use of familiar 
technology, cost and time savings, ease of use, and im-
proved productivity. 

Familiar Technologies
Many of the tools and concepts introduced in previous 
versions of Windows file services are ready and waiting 
in Windows Server 2008. For example, Active Directory, 
backup solutions, and intuitive user interface. This sort of 
familiarity can greatly reduce the learning curve associated 
with adopting a new piece of technology. 

Active Directory
Windows Server 2008 uses the same Active Directory tools 
to manage the server and the same Windows clients can 
access resources on the server. While some of the interface 
has been updated, setting up Network Shares and ap-
plying NTFS security permissions will all look familiar to 
administrators. 

Management Solutions
If you are using third-party solutions for backup, manage-
ment, or antivirus protection such as System Center Data 
Protection Manager or any other third-party Windows 
backup, there are Windows Server 2008 compatible ver-
sions available. 

Windows Desktop
Administrators who have experience using a Windows 
Desktop will feel right at home with the Windows Server 
interface which is based on Windows Desktop (an inter-
face that has remained relatively unchanged for thirteen 
years.) The menus have been updated with each version 
and new features have been added, but the same familiar 
Desktop, Start Menu, and Windows Explorer administra-
tors are comfortable with today are still there.

Improved Productivity
File Server Resource Manager (FSRM) 
One of the challenges that a file server administrator faces 
is knowing what kind of data is on the server. With FSRM, 
gone are the days of a server hard drive filling up and nobody 
knowing exactly why. Just a few simple mouse clicks and an 
administrator can know what the data is, where the data is 
located, and who owns the data in question. 

This kind of information helps determine the kind of 
backend storage that you need to purchase in the future, and 
where you stand today. Some of the reports that are available 
in the FSRM are: Large Files, Least Recently Accessed Files, 
Most Recently Accessed Files, Quota Usage, Duplicate Files, 
and Files by Owner. These reports are saved to the local hard 

drive of the server, and can also be emailed to you when the 
storage space reaches a certain threshold. Because the reports 
are simple HTML files, they can be easily integrated into your 
IT Intranet website.

Administrators can sometimes have issues with the stor-
age of inappropriate files on the server. FSRM can help pre-
vent “runaway storage” that can grow uncontrollably. FSRM 
can be used to set up File Screens that block certain types of 
files from being saved on the server, such as audio and video, 
executable, images, and emails. These File Screens can be 
set for an entire volume or individual folders. The File Screen 
templates can also be updated, so if a new type of audio file 
comes out, its file extension can be blocked from being saved 
on the server. File Screens ensure that only business-related 
files are taking up disk space. This can save significant cost 
given that file storage can be expensive. 

In addition to inappropriate files, administrators also strug-
gle with users that simply store too much information on the 
server. The answer of course is to use a Quota. For example, 
Windows 2000 came with the ability to configure quotas, but 
only on the entire volume of a hard drive. Windows 2008 has 
an improved Quota tool that allows you to set quotas on a 
folder-by-folder basis. 

Once the user has exceeded the quota, you can send an 
email to the administrator and/or the user, log an event 
in the Event Log, run a command (to invoke a third-party 
tool, for example), or run a report. You can even block the 
user from saving more files in the folder until they have 
cleaned it out. The pre-defined templates email the user 
when the folder reaches 85% of the quota, emails the 
user again and logs an event in the Event Log at 95%, and 
emails the user, administrator and logs an event at 100%. 

 
Figure 1 – File Server Resource Manager Report

Storage Manager for SANs (SMfS)
In a storage area network (SAN), the storage mechanism, 
usually a disk array, is not directly attached to the Windows 
server. Storage area networks allow multiple servers to 
share a common storage mechanism. Storage Manager for 
SANs (SMfS) uses the Virtual Disk Service (VDS) to commu-
nicate with the SAN arrays. It helps a file server adminis-
trator assign and configure the SAN storage LUNs for the 
file server. This helps take some of the complexity out of 
managing an iSCSI and Fibre Channel storage in SANs. 

This new simplicity is achieved through the use of wizards 
that present the administrator with a clear view of what is 
available on the SAN, such as the type of storage (Spanned, 
Striped, Striped with parity, etc.). For example, SMfS presents 
the administrator the drive enclosure, SAN controllers, Fibre 
switch, and the server host. 
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The wizard also walks the administrator through assign-
ing the LUNs to a host server. Because this tool is a part of 
Windows Server, the administrator now only has one place 
to go to configure additional storage.

By making this once error-prone process easier, more 
time can be spent on actually managing the data, instead 
of managing the backend storage.

Access Based Enumeration (ABE) 
Access Based Enumeration (ABE) is a feature that originally 
came with Windows Server 2003. Windows Server 2008 File 
Services takes ABE one step further from Windows 2003 
by incorporating it into the file system and DFS, no longer 
requiring a separate download. 

With ABE, only those users with at least READ permis-
sion have the ability to see the files and folders within a 
network share. This is a help to users (as well as administra-
tors) in that users can go directly to the information that 
they are looking for instead of digging through folders 
that they don’t even have permission to access.

It is important to remember that ABE is not “security 
through obscurity”, but a way to present a clean, organized 
file server (instead of having a file server that looks like a 
teenager’s closet.) And being organized makes it much easier 
to navigate across the network. 

  

 
Figure 2 – Before ABE: Users see all folders.

 

Figure 2 – After ABE: Users only see the data that  
they can access.

Improved Efficiency
Distributed File System (DFS)  
DFS provides two technologies that can greatly increase 
the ease of use of your Windows File Server. The first is DFS 
Namespace. A DFS namespace is a virtual namespace that 
points to real server(s) and share(s) in the background. If you 
use a domain-based DFS namespace, then the users will have 
added reliability by first connecting to a domain to find the 
list of namespace servers for the domain-based namespace. 
This allows administrators to change the physical server in the 
background without users or their applications ever noticing. 
Lifecycle replacement of your servers just became easier, 
saving an administrator time and avoiding possible system 
downtime.

The second technology of DFS is the replication service that 
enables DFS Namespace to point to two or more link targets 
for redundancy and ease of access over a WAN connection. 

This makes data access by branch offices in remote sites easier, 
and allows centralized backups at the main office. Windows 
Server 2008 brings new functionality to the replication service, 
such, faster replication, more concurrent file downloads, and 
improved recovery from inadvertent shutdown. In addition, 
Content Freshness prevents a server that was offline for a long 
period of time from accidently replicating its old data to the 
other servers. File replication is faster through an improved 
engine, and by simply transferring more files (16 versus 4) at 
a time.

And, if you just can’t wait for the replication schedule, a new 
Replicate Now feature will bypass the replication schedule 
and force replication to occur immediately.

Both these features reduce the danger of system failures or 
downtime, and both take work off a system administrator. Ma-
jor system changes can happen in the background while the 
users continue to access the data as if nothing has happened, 
and for DFS, that is the point.

 

Figure 3 – In DFS, the physical server is transparent to the user.

Server Message Block (SMB 2.0) 
Computers running Windows use a protocol called Server 
Message Block, or SMB, to share files. (This is also called 
Common Internet File System or CIFS). SMB protocol has 
been around for over 15 years, and in Windows Server 
2008, it received a significant overhaul. 

For example, because today’s files are larger than ever 
before, SMB 2.0 supports using a larger buffer size that 
can greatly increase file transfer speeds. It is less “chatty” 
than the SMB 1.0, which addresses a major pain point for 
administrators.  SMB 2.0 also has the ability to “pipeline” 
(concurrent I/Os) which allows it to perform better over 
slower WAN connections.

SMB 2.0 also incorporates a newer version of Reparse 
Points called Symbolic Links. Where Reparse Points were 
only able to point to local directories, Symbolic Links can 
point to local and remote files and folders. 

Finally, SMB 2.0 handles brief network interruptions 
better than previous versions using a new feature called 
“durable file handles” that are designed to sustain short 
network disconnects. This can prevent the session from 
disappearing if there’s a minor network hiccup, such as 
walking down the office hallway with a laptop and moving 
from one wireless access point to the next.
Network File System (NFS) 
Windows Server 2008 provides easy integration with NFS 
clients in the Share and Storage Management console. 
When creating a Network Share from a folder on the local 
hard drive, administrators have the option of creating an 
SMB share, an NFS share, or both (Figure 4.)

This makes Windows Server 2008 extremely flexible by 
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simultaneously providing more than one native method to ac-
cess the same data - either through SMB for Windows Clients, 
and NFS for Unix Clients. Because many organizations today 
have a mix of Windows and UNIX/Linux operating systems, 
and need a way to easily share files between the two environ-
ments, this multiple access method is most valuable.

 
Figure 4 – SMB and NFS Shares

Time and Cost Savings
File Server Migration Toolkit (FSMT) 
When you purchase a new file server, copying data from the 
old server is the easy part. What can trip up an administra-
tor is taking care of the permissions, and ensuring that the 
UNC paths that the users or their applications are using 
aren’t broken. If you aren’t already using DFS, then this can 
be a real problem and can greatly affect the users. The new 
version of the Microsoft File Server Migration Toolkit (v1.1) 
is now compatible with Windows Server 2008. You can use 
it to migrate from Windows NT, 2000, 2003 R2, or 2008 to a 
new Windows 2008 Server.

The FSMT tool is a complete beginning-to-end migra-
tion tool. A step-by-step wizard walks an administrator 
through choosing the source and target servers, sets up 
the new shares, and even stops sharing the folders on the 
old server when the migration is complete. A special fi-
nalization process then performs one last check to ensure 
that the destination server has the latest version of the 
files before the shares on the old server are disabled.

What makes the FSMT tool invaluable to an organiza-
tion is the unique Distributed File System feature called 
DFS Consolidation Root. This allows users to continue to 
use the \\OldServer\Share path, even though the data has 
moved to \\NewServer\Share. Not only does this prevent 
calls to the Help Desk because users are using the wrong 
path to the network share, it also ensures that applications 
will continue to function. 

Transitioning to a 
new file server is never 
a fun task. But using 
the File Server Migra-
tion Toolkit can make 
the process easier and 
less error prone. It can 
also make the process 
transparent to users. 

 

Figure 5 – File Server  
Migration Toolkit (FSMT)

To download the File Server Migration Toolkit for Windows 
Server 2008, go to 
http://www.microsoft.com/WindowsServer2008/en/
us/FSMT.aspx

Volume Shadow Copy Service (VSS) 
VSS is two technologies in one: It provides native open 
file management when performing backups, and is the 
mechanism that creates point-in-time snapshots of your 
data called shadow copies. Popular backup tools, such as 
System Center DPM 2007, Backup Exec and IBM’s Tivoli, are 
SS-aware and automatically invoke VSS when performing 
a backup. Shadow copies for Shared Folders also fall under 
the backup technology umbrella as they help prevent 
administrators from needing to perform a restore from 
tape for your users. 

As files on the server change, VSS takes a snapshot of 
just the changes (not the entire file). A Previous Versions 
tab on the properties of a given folder gives the admin-
istrator an easy way to restore a file to its original state. 
Administrators can even give individual managers, or 
even the users themselves, the ability to access the older 
versions so that they can help themselves. This can greatly 
decrease the amount of Help Desk calls that Desktop 
Technicians receive.

Summary
Windows File Servers do not simply “serve up files” any-
more. Windows Server 2008 has many new file services 
features, improvements of older tools, and is based on 
technology that your administrators already know. 

For example, you can easily swap out physical servers 
without affecting users (DFS), hide folders and files that 
users don’t have access to (ABE), provide the type of file 
access that they need (SMB and NFS), and manage net-
work storage space (FSRM). 

When it comes to managing the data on the back end, 
Microsoft provides tools that help you migrate from one 
server to another (FSMT), manage the storage space via 
quotas and file restrictions (FSRM), easily connect to man-
aged storage (SMfS), back up the data with native tools and 
provide the users with simple file recovery (VSS).

These improvements provide noticeable value through 
use of familiar technology, cost and time savings, ease 
of use, and improved productivity. These benefits alone 
make migrating to a non-Windows server platform - name-
ly investing time and money in an expensive new NAS 
implementation – a costly and potentially risky decision. 

The reality is that many Windows Server 2003 R2 ad-
ministrators assume that in order to consolidate devices, 
improve performance, or get the most robust features 
they must migrate off of Windows file servers in favor of 
another solution, such as NAS. 

But, as we’ve seen here, with the improved storage 
capabilities and high performance hardware that Windows 
Server 2008 is designed to handle, most Windows environ-
ments can achieve comparable (if not noticeably better) 
consolidation and performance enhancements while re-
maining on a familiar platform. This all adds up to a lower 
cost of ownership when compared to the time, expense, 
and potential loss of productivity associated with adding a 
standalone appliance such as NAS to your environment. 

Staying with your familiar environment buys you the 
luxury of continuing to take advantage of the newest, 
most improved versions of the management, backup and 
security tools that you already use. You owe it to your 
enterprise to take another look at Windows Server 2008. 
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